LAB : Practical Network Security
Senin, 24 November 2025
Tujuan : Investigate suspicious activity

o Review packet captures (.pcap) — Menganalisa Trafik Paket di Jaringan
o See encrypted traffic (HTTPS) — Melihat Paket HTTP Enkripsi

o Decrypt traffic using Key — Mendekripsi Paket Http yang terenkripsi

o Cek Malware C2C Server di Virustotal.

1. Https traffic without the key Log File.
Open HTTPS-SSL-TLS-traffic.pcap in wireshark 4.4.0 Kalilinux

S emP o>
Q wire|

@ wireshark

“ Window Manager Tweaks

@ fern-wifi-cracker

@ powershell-empire

X kismet

A wifite
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The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG R BEBRE a « > n « > R oo o BEE

Welcome to Wireshark

/home/nico/Documents/Network Forensic/Sample Wireshark https open tunneling/HTTPS-SSL-TLS-traffic.pcap (618 KB)

...using this filter: I' t ter 'I Allinterfaces shown~

ethO

LY

bluetoothO
Loopback: lo
bluetooth-monitor
nflog

némiiaiin

User's Guide - Wiki - Questionsand Answers - Mailing Lists - SharkFest - Wireshark Discord

You are running Wireshark 4.4.0.

i Ready to load or capture

Wireshark - Open Capture File

File Edit View Go (

AODOA® =

I— nico
No. Time
1 0.00000000(

2 0.02832413

& Computer Name v Size Type Date Modified

B HTTPS-SSL-TLS-traffic.pcap

r Datagram Pro Filename: HTTPS-SSL-TLS-traffic.pcap
Network Time Prot

Files of type: All Capture Files

Format: Wireshark/tcpdumpy... - pcap
Size: 618 KiB, 1,465 data records
Start / elapsed: 2020-04-02 04:02:19 / 00:15:03

Automatically detect file type -

Read filter:

® B  wireshark_ethOVYXC02.pcapng

eXtreme Cyber Defense Forum

Lookin: fhome/nico/Documents/Network Forensi...ample Wireshark https open tunneling ~

618...KiB Pac...AP) 1/11/259:06 AM

- Donate

€ > + @

= Open
X Cancel

) Help

Packets: 2 - Dropped: 0 (0.0%) Profile: Default
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Beomkv«

HTTPS-SSL-TLS-traffic.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AOA® s BE@ a¢>»n0«>»HPEocoo@R
[ W] (http.request or tis.handshake.type eq 1) and !(ssdp) BEs -+

Destination Protocol Length Info
240 Client
121 27.938662 236 Client
157 29.446603 103.84.245 1
.122.160.14 5 428 Client (SNI=self.events.data.microsoft.com)
1008 273.354367 .191.48.196 s 272 Client (SNI=settings-win-ppe.data.microsoft.com)
1236 565.816488 162.255.119.253 . 216 Client (SNI=105711.com)
1328 696.284167 162.255.119.253 . 392 Client (SNI=105711.com)
1420 832.344860 162.255.119.253 . 392 Client (SNI=105711.com)

Frame 157: 240 bytes on wire (1920 bi , 240 bytes captured (1920 t 93 00 08 02
Ethernet II, Src: HewlettPacka 1c:47:ae (00:08:02:1c:47:ae), Dst: Ne 40 80 66 1b 01
Internet Protocol Version 4, Src: 10.4.1.101, Dst: 94.103.84.245 01 52 da 25 8c 39
Transmission Control Protocol, Src Port: 50074, Dst Port: 443, Seq: 00 16 03 03 01 ee
Transport Layer Security 04 78 ed 6a d9 8a c@
fe e8 db c7 46 68
co ce 2b c@ 2f ee
co co 27 co 09 co $#
00 00 3c 08 2f oo
00 00 18 00 66 6f = A
66 72 6c 69 72 2e 63 6 goodforl ive
01 00 00 00 00 08
18 6b 60 02 00 od
01 01 04 03 02 03
23 00 00 17 00 ff o1

® B HTTPS-SSL-TLS-traffic.pcap Packets: 1465 - Displayed: 8 (0.5%) Profile: Default

This show connection https Tlsv1.2 length info only show client hello no header and client
hello ( encrypt communication )

2. To open encrypt communication we using key log file .

5 nico@kernelpanic: ~/Documents/Network Forensic/Sample Wireshark https open tunneling
File Actions Edit

View Help

\fmodern\fcharset® Courie
de\green@\blued; }
{\*\expandedcolortbl c \ 0 }
aperw11900\paperh16840\ma A AN r1440\vieww17280\viewh13200\viewkind®
ftab720
\pard\pardeftab720\partightenfactor®

\fo\fs24 \cf2 \expnd0\expndtw@\kerning®
\outl0\ width® \strokec2 CLIENT_RANDOM 5e85016c2010478311178455b55ee4c6cfd4fee8ef941b1a3fa07c3b3f86365¢c d6blad
253ebe@fb069185666af a76216b1b288bc85b3c6e01a736e757f0cas224693653d0e50ef5495F4 2
CLIENT_RANDOM 5e850177170b9e2362c1c72d0dbc4a9133441079bf5ce@cbe2909016d120967a cE 786288e84a10dcfaaec
e4b74a2e 6 f50a72e92f8921fc3f4dea38dl
850178c 9d7ebBac@4fea8d4dse 6 62d5fdb980a621fd5b93
4a6a0cdb55 3062a0f4037867124bd70d3d9c@Obc74347

| —

« Homs

CLIENT_RANDOM 5e8501 b9afe e d 6 386fel f1b55a36¢27c690523b401f4dbe50215ff01

CLIENT_RANDOM 5e85026cfd7611ba445bcd 5ffc@9c727b394a48d6asb30ee3d721bdase
3cb4cbd3a4968fas51fc8152772396482ad41

CLIENT_RANDOM 5e850391f7b8619e1c8f65¢ fc0731816248133a0c89feb9211cc9e3943747 f0402c77ed02ae06f99ded18aff4c5a025ba
3df2458415c35c69e1f4 59ecf99c4bec75dabalbsc2faf7fd6bbdb8el)\

CLIENT_RANDOM 5 € 602bad132952274a94371868b8dca23el45ceb7ec59562a51b2 937ccelae96965d9e9287569b321aebe9421
11d f9b9 659eeab4298890628 c471fffobd17clee7fods5b0f50\

CLIENT_RANDOM 5e85049b139b551f1cebas372df8ed41602b0ca006251dd3283c38ddbf7d2782 ald744fa7bd@aSebad55d26491a30116b5af
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3. Loading the Key Log File into wireshark.

qeomp

HTTPS-SSL-TLS-traffic.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

gowy "> B E oo EE

—— Q Find Packet... Ctri+F
I(ht

Find Next Ctri+N
. 5 rotocol Length Info
Find Previous Ctri+B 2946 Client Hello (SNI=config.edge.skype.com)
Mark/Ut rk Selected Ctri+M x 236 Client Hello (SNI=self.events.data.microsoft.com)
7% 2 5 206 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
Mark All Displayed Ctri+Shift+M 613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
240 Client Hello (SNI=foodsgoodforliver.com)
251 GET /invest_20.d1ll HTTP/1.1
428 Client Hello (SNI=self.events.data.microsoft.com)
613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
272 Client Hello (SNI=settings-win-ppe.data.microsoft.com)
Ignore/Unignore Selected Ctri+D 324 GET /settings/v2.0/Storage/StorageHealthEvaluation?os=Windows&deviceClass
Ignore All Displayed Ctri+Shift+D 210 Sé;i”ﬁdzﬁsghéssﬁéfi?il scam)
392 Client Hello (SNI=105711.com)
7 702 POST /docs.php HTTP/1.1
Set/Unset Time Reference Ctri+T o =5 al1¥a .o
tes captured (1920 bi e 93 08 02 1c 47 ae 08
J2:1c:47:ae), Dst: Ne 40 06 95 04 01
st: 13.107.3.128 01 16 e7 48 a7
Dst Port: 443, Seq: 00 03 o3 01 ee
) ) . 6c 47 83 84 55
Time Shift... Ctri+Shift+T 6 3 es 1b 1a 7¢ 3b
cO 2b co 0 2f 00
c@ 27 co 09 co
Delete All Packet Comments 00 3c 00 2f 00
2 00 18 00 63 6f 6
Inject TLS Secrets 67 73 6b 65 2e
Discard All Secrets o1 00 08 00 08
. 18 00 02 00 od
Configuration Profiles... Ctri+Shift+A 01 04 03 02 03 6

Preferences... Ctrl+Shift+P 00e0 23 60 17 ff o1

Packet Comments

® B HTTPS-SSL-TLS-traffic.pcap Packets: 1465 - Displayed: 16 (1.1%) Profile: Default

VR omP»

File Edit View Go Capture Analyze S Wireshark - Preferences

AODAG c BRE@ < TACACS+

TAL Transport Layer Security

[ n (http.request or tls.handshake.type eq 1) anc TAPA RSA keys list Edit...

No. Time Destinatic ;C‘;P TLS debug file
60 17.416904 13.107. C
.938662 1223 TCPCL Browse...
.034063 X p TCPENCAP
663941 ; 1 TCPROS v Reassemble TLS records spanning multiple TCP segments
.446603 3 E TDMoE
.099384 % 4 TDMoP
-832771 122, DS Message Authentication Code (MAC), ignore "mac failed”
.847055 . . TeamSpeak2
.354367 . TECMP Pre-Shared Key
.842447 -191% TELNET
.816488 Tered
.950627 . b ~ - =
284167 TETRA sle Wireshark https open tunneling/KeysLogFile.txt | Browse...
.303119 .‘::}F:'?P
—— Thread
Frame 60: 240 bytes on wire (192( Thrift
Ethernet II, Src: HewlettPacka_1: Tibia
Internet Protocol Version 4, Src TIME
Transmission Control Protocol, Si TIPC
T sport L S £
ranspor ayer Security TiVoConnect

TLS
TNS
Token-Ring
TPCP
TPKT

v Reassemble TLS Application Data spanning multiple TLS records

(Pre)-Master-Secret log filename

X Cancel v Apply Qi Help

4. After add KeyLog File, https traffic with the key log file shown this :
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Bemk»
HTTPS-SSL-TLS-traffic.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOAG s BRM@ a<c>n<«>@WEooolER

N | (http.request or tls.handshake.type eq 1) and !(ssdp)

Destination Protocol Length Info

60 17.416904 S i TLSv1.2 240 Client Hello (SN onfig.edge.skype.com)

121 27.938662 g Z TLSv1.2 236 Client Hello (SN elf.events.data.microsoft.com)

131 28.034063 g A HTTP 206 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
142 28.663941 : 4 HTTP 613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
157 29.446603 é 3 3 240 Client Hello (SNI=foodsgoodforliver.com)

165 30.099384 .103.84.245 251 GET /invest_20.d1ll HTTP/1.1

820 128.832771 .122.160.14 A 428 Client Hello (SNI=self.events.data.microsoft.com)

830 128.847055 .122.160.14 613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
1008 273.354367 .191.48.196 A 272 Client Hello (SNI=settings-win-ppe.data.microsoft.com)
1018 273.842447 .191.48.196 324 GET /settings/v2.0/Storage/StorageHealthEvaluation?os=Windows&deviceClas
1236 565.816488 162.255.119.253 . 216 Client Hello (SNI=105711.com)
1244 565.950627 162.255.119.253 702 POST /docs.php HTTP/1.1
1328 696.284167 162.255.119.253 . 392 Client Hello (SNI=105711.com)
1336 696.303119 162.255.119.253 702 POST /docs.php HTTP/1.1

Frame 157: 240 bytes on wire (1920 bits), 240 bytes captured (1920 t a 93 f1 00 68 02 1c ae 08
Ethernet II, Src: HewlettPacka_1 7:ae :08:02:1c:47:ae), Dst: Ne 40 00 80 66 1b d6 04 01
Internet Protocol Version 4, Src: 7 55 , Dst: 94.103.84.245 B 01 bb 52 da 25 f5 8c 39
Transmission Control Protocol, Src Port: 50074, Dst Port: 443, Seq: a 14 00 00 16 03 03 00 01 00
Transport Layer Security 78 c6 ed 6a d9 d7 8a co
fe 30 08 db c¢7 95 46 68
cO 2c cO 2b cO 30 2f e
cO 28 cO 27 cO Ga 09 co
00 3d 60 3c 00 35 2f o0
00 1a 00 18 00 00 66 6f
66 6f 72 6c 69 76 72 2e
01 00 00 60 ©O 00 Pa 00 08
18 00 6b 00 02 01 00 od
01 62 01 64 ©3 B85 02 e3
23 60 00 60 17 0O ff o1

® B HTTPS-SSL-TLS-traffic.pcap Packets: 1465 - Displayed: 16 (1.1%)

EIET ] X )aE

HTTPS-SSL-TLS-traffic.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® e BR@ Q ¢« »n «>»EE oo HEB

Time Destination Protocol Length Info
131 28.034063 g § 206 POST /OneCollector/1.6/ HTTP/1.1 (application/bond-compact-binary
142 28.663941 5 . 613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
157 29.446603 ’ % g 240 Client Hello (SNI=foodsgoodforliver.com)
165 30.099384 . . 251 GET /invest_20.dll HTTP/1.1
820 128.832771 v 5 v 428 Client Hello (SNI=self.events.data.microsoft.com)
830 128.847055 . g 613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
1008 273.354367 . 5 2 272 Client Hello (SNI=settings-win-ppe.data.microsoft.com)
1018 273.842447 . . 324 GET /settings/v2.0/Storage/StorageHealthEvaluation?os=Windows&deviceClass
1236 565.816488 . . . 216 Client Hello (SNI=105711.com)
1244 565. .255.119. 702 POST /docs.php HTTP/1.1
1328 696.284167 . . . 392 Client Hello (SNI=105711.com)
1336 696.303119 ¥ . 702 POST /docs.php HTTP/1.1
1420 832.344860 . X . . 392 Client Hello (SNI=185711.com)
1428 832.383730 . . 702 POST /docs.php HTTP/1.1

Frame 1244: 7 bytes on wire (5616 bits), 702 bytes captured (5616 2a 93 0 02 1c
Ethernet II, a HewlettPacka_1c:47:ae (00:08:02:1c:47:ae), Dst: Ne 3f 6e 40 92 74
Internet Protocol Version 4, Src: 10.4.1.101, Ds 162.255.119.253 (=X] 01 ic 08
Transmission Control Protoc Src Port: 58338, Dst Port: 443, Seq: 3 5c 00 7 03 02
Transport Layer Security 01 le dc 80 a7
Hypertext Transfer Protocol b2 10 6b 05
8d 83 40 3e
bl c9 e9 a8
72 a6 6b Se 9a
c7 22 12 9f 55 8d 14
b2 68 15 33 91 a4 91 9c 4
b® 89 f2 c3 34 ee bb 5b
2a f1 f3 21 cb ef 15 d6 a
cd 6a b9 91 04 1e f8 9b 9e dc

Frame (702 bytes)  Decrypted TLS (619 bytes)
® B HTTPS-SSL-TLS-traffic.pcap Packets: 1465 - Displayed: 16 (1.1%) Profile: Default

we now see http request is clear text such as foodgoodliver.com get file /invest 20.dll.
and 105711.com — post /docs.php.

The GET request to foodgoodliver.com returned a DLL file for dridex. The POST
request to 105711.com are command control ( C2) traffic form Dridex-infected
windows host.
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5. We can review the trafiic by following TLS Stream.

S EmPoE]|

HTTPS-SSL-TLS-traffic.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG cBB@ a2 ¢c»>n«>PEocco @R

sdp)

Destination Protocol Length Info

28.034063 7 5 206 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)

28.663941 f . 613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)

29.446603 : i % 240 Client Hello (SNT=fooadsanodforliver. com)

30.099384 E g 251 GET /invest_20.d| Mark/Unmark Selected Ctri+M

128.832771 f 5 g 428 Client Hello (SN

128.847055 .122. R L ety \gnore/Unignore Selected Ctrt+D act-binary)

273.354367 f g 5 272 clie?t Hello $SN Set/Unset Time Reference Ctri+T - :

273.842447 - ‘ 324 GET /settings/v2| . . 2 indows&deviceClas

565.816488 .255.119. 2 216 Client Hello (onERREIEUUNS Ctrt+Shift+T

565.950627 . . ‘ 702 POST /docs.php H Packet Comments

696.284167 . . . . 392 Client Hello (SN

696.303119 .255.119. 762 POST /docs.php HEEECIGESATELIENE

832.344860 . . . . 392 Client Hello (SN .

832.383730 .255.119. 762 POST /docs.php HIEALEASIE
Prepare as Filter

Frame 157: 240 bytes on wire (1920 bits), 240 bytes captured (1920 | 2 Conversation Filter

Ethernet II, Src: HewlettPacka_1lc:47:ae (00:08:02:1c:47:ae), Dst: Ne

Internet Protocol Version 4, Src: 10.4.1.101, Dst: 94.103.84.245 . Colorize Conversation

Transmission Control Protocol, Src Port: 50074, Dst Port: 443, Seq: i scTP

Transport Layer Security A

TCP Stream Ctri+Alt+Shift+T Follow

TLS Stream CUrlsASSHIfteS | Copy ; ©

g' Protocol Preferences 3 5
6 Decode As...

O Show Packet in New Window

lu vo 1/ YU 10 VU YU DY UZ UL DY VU DU
12 04 01 05 01 62 01 64 ©3 05 03 02 03
01 66 03 60 23 60 00 60 17 06 00 ff 01

® B HTTPS-SSL-TLS-traffic.pcap Packets: 1465 - Displayed: 16 (1.1%) Profile: Default
X 12 3 4 ‘ CIT

Wireshark - Follow TLS Stream (tcp.stream eq 2) - HTTPS-SSL-TLS-traffic.pcap
File Edit View Go Capture

ADA®  BE

No. Time

153 29.437270

154 29.437403

155 29.437548
.446603
.446756
.449778
.449780
.449904 Connection: keep-alive
.461096 ETag: "Se84c15c-71400"
.461540 Accept-Ranges: bytes|
.515603
.099384
.142431
.849935

WS27wW. 1<vy2?w.1:vw2?W. 1;v{2?wb] . wf2?wk2>w.2?7w.16v]j27w
A

.WW.}...u..0 .E..GB.E..G4.6.PWh#.8.Q../........
G . .A].U.

1R pit, 30 TR0 pkts, T turn.
Entire conversation (464 kB) Show as ASCII No deltatimes =~ Stream 2

Find: Case sensitive | Find Next

Filter Out This Stream Save as... X Close O Help
® E HTTPS-SSL-TLS-traffic.p ile: Default
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6. Export File From Traffic foodsgoodforliver.com. ( Malware ).

qiwm

HTTPS-SSL-TLS-traffic.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Qpen cubo n<«>EE oo ER
Open Recent

Merge...

Protocol Length Info

Import from Hex Dump... 240 Client Hello (SNI=config.edge.skype.com)

Close Ctrl+W 236 Client Hello (SNI=self.events.data.microsoft.com)
206 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)
613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)

Save As... Ctrl+Shift+S

- 251 GET /invest_20.d1l1l HTTP/1.1

File Set - 428 Client Hello (SNI=self.events.data.microsoft.com)

Export Specified Packet 613 POST /OneCollector/1.0/ HTTP/1.1 (application/bond-compact-binary)

RO R CH IO R R 272 Client Hello (SNI=settings-win-ppe.data.microsoft.com)

Export Packet Dissections 324 GET /settings/v2.0/Storage/StorageHealthEvaluation?os=Windows&deviceClass=Wind
216 Client Hello (SNI=165711.com)
702 POST /docs.php HTTP/1.1

Export PDUs to File... g 392 Client Hello (SNI=165711.com)

7 702 POST /docs.php HTTP/1.1
Strip Headers... 9 o0 alia —.o

Export TLS Session Keys... 240 bytes captured (1920 t e5 02
B 7:ae), Dst: Ne e2 4 ib
Export Objects DICOM.... 103.84.245 5 25
Print... FTP-DATA... rt: 443, Seq: 05 03
~ Se d9
Quit HTTP... de c7
IMF 00 co
24 28 C co
SMB... ad 0
TFTP... Se 0 00
6f 69 goodforl
05 00
00 02
04 03
06 17

® B HTTPS-SSL-TLS-traffic.pcap Packets: 1465 - Displayed: 16 (1.1%) Profile: Default

File -> Export Objects -> HTTP , file name is : invest20.dll
7. Check hash of the file.

N mEmP ol

nico@kernelpanic: ~/Documents/Network Forensic/Sample Wireshark https open tunneling

Actions Edit View Help

~/Documents/Network Forensic/Sample Wireshark https open tunneling
invest_20.d11
utable (DLL) (GUI) Intel 80386, for MS Windows, 6 sections

~/Documents/Network Forensic/Sample Wireshark https open tunneling
256 invest_20.d1l1l
3 2 7¢5¢558f44cfc67684cc344c17d4946d3ale0b2cech8eb58173¢cb2f invest_20.d1l1

~/Documents/Network Forensic/Sample Wireshark https open tunneling

The SHA256 hash of this malware i1s :
31cf42b2a7c5¢558144cfc67684cc344¢17d4946d3al eOb2cecb8eb58173cb2f
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8. Investigate HTTP stream from malicious POST request.

BemP oDl

Wireshark - Follow TLS Stream (tcp.stream eq 5) - HTTPS-SSL-TLS-traffic.pcap

File Edit View Go Capture

ADA® c R E

] ?tcp.stream eq5

ST /docs.php HTTP/

onnection: Close]
ache-Control: no-cache]
799348 16
816488
.816600
.820097
.820099
.820193
.945644
.945974
.946085
.950627
1245 565.994432
1315 696.277896

Frame 1236: 216 bytes ¢
Ethernet II, Src: Hewle
Internet Protocol Versi
Transmission Control Pr
Transport Layer Securit

<h1>502 Bad Gateway</h1l

<p>TlsProtocolException(&#x27;Cannot establish TLS with 162.255.119.253:443 (sni: 105711.
: TlsException(&quot;SSL handshake error: SysCallError(104, \&#x27;ECONNRESET\&#x27; )&quot ; )&#x27|

7T pkt, 2 R0 pkts, 1 turn.

Entire conversation (1,134 bytes) Showas ASCII Nodeltatimes ~ Stream 5 =<
Find: Case sensitive | Find Next

Filter Out This Stream Print Save as... Back X Close O Help
® B HTTPS-SSL-TLS-traffic.p ile: Default

We can review C2 traffic from Dridex infection. Stream from one of the POST requests
to 105711.com

9. Cek Virus Total

virustotal.com @ signin

Signin

" Reanalyze @ Search  More

DETAILS

Join our Community ar y nun 1 API key to automate checks.

Security vend

alphaMountain.ai

Terdapat server C2 ke arah malware,
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